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Less privacy for
maore security?

In brief

e New surveillance technologies allow ever deeper
observation of the lives of each individual.

e  Security measures are increasingly reliant upon
surveillance technologies, based on the claim
that more security requires infringements of fun-
damental rights.

e Citizens have more nuanced views: although the
use of surveillance technologies is not rejected as
such, it remains a contested issue. Therefore
their utilisation should be limited categorically and
strictly regulated and controlled.

e  The protection of personal data needs to be
improved and ensured, also the case of security
technologies. In addition, security should remain
a public sector responsibility and social root
causes of insecurity need to be addressed and
solved.

What is it about?

From a technical view, the limits to surveillance have all but
disappeared. The use of advanced information and communi-
cation technologies generates enormous amounts of data on
individual preferences and behaviour. For example, data on
participation in professional and private networks, subjects of
personal interest, political attitudes or sexual orientation can
all be collected and stored from Internet searches, websites
visited, and activities in social networks or from motion pro-
files, generated by the use of mobile technologies. These
data are of high interest both for commercial reasons and for
issues of security. The capabilities of surveillance technolo-
gies are rapidly increasing: intelligent video surveillance sys-
tems are able to identify persons or to interpret their behav-
iour. Drones add mobility to video surveillance and allow for
the scanning of large areas or for the inspection of individuals
in an unnoticeable manner.

.
BSTERREICHISCHE

AKADEMIE DER
WISSENSCHAFTEN

-Dossier no. 17en, November 2015

ITA-DOSSIER

Terrorism is certainly an important factor that has contributed
to the development and proliferation of surveillance technolo-
gies. However, there are also societal and political develop-
ments as well as economic interests responsible for making
unrestricted use of the possibilities offered by technology.
Obvious infringements of fundamental rights are in part con-
sciously accepted. The generosity of revealing personal data
in social networks is misinterpreted as a complete consent to
the infringement of privacy. In times of policies minted by
economic liberalism, maintaining social security is often re-
garded as a hindrance to economic competitiveness, rather
than as a central objective of a civilised society. The desire for
security focuses on other areas, even if this implies the full
transparency of our day to day lives and deep infractions on
human liberty. The security research programme of the EU
links security objectives to industrial policy, hence reinforcing
tendencies to prefer technical solutions.
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The relationship between security and privacy plays a sub-
stantial role in decision-making on the use of surveillance
technologies. The dominant assumption is that more security
necessarily implies less privacy. But is this assumption always
valid? Is it possible to increase security with loss of privacy?
Is this necessarily the case or are there alternatives to in-
creasing security which are not based on constant and all-
pervasive surveillance? How can security really be main-
tained and improved in the long run?

In the SurPRISE project citizens played a central role in help-
ing answer these questions. About 2000 individuals from nine
European countries were invited to participate in citizen sum-
mits to discuss advantages and disadvantages of specific
surveillance technology areas. Based on comprehensive
information provided in advance, they also debated the rela-
tionship between security and privacy in general. The partici-
pants held votes on specific issues and developed in small
groups policy recommendations.
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Key results

The results differ considerably, both between the participating
countries and the three technology areas discussed: intelli-
gent video surveillance, smart phone location tracking and
deep packet inspection (DPI), a technology capable to survey
the Internet traffic entirely, also being deployed for the re-
vealed spying activities of the NSA.

About four out of five Austrian participants consider them-
selves to be living in a safe country. Regarding concerns that
surveillance technologies are entrenching privacy, Spain is
leading with about 90%, followed by Austria and Germany. In
contrast, with hardly 40% Hungary showed by far the lowest
share of participants reporting to be burdened by this issue.

Almost two thirds of participants agreed to the statement that
surveillance technologies improve public security. On the
other hand, 70% believed that these technologies are likely to
be misused once they are implemented.

One third of the participants agreed to the statement “If you
have nothing to hide, you have nothing to fear”. However,
even among the proponents of this frequently used justifica-
tion for surveillance more than half are concerned that too
much information is being collected and that it is being used
to their disadvantage without their consent.

Essential for the acceptance of surveillance technologies is
trust in the institutions that are implementing them. The level
of perceived security has, contrary to expectations, no signifi-
cant impact on acceptance.

One further important factor is aim and scope of surveillance
measures: mass surveillance without real suspicion is consid-
ered unacceptable. Technologies for which it is well-known
that they are highly vulnerable to abuse or systems in which
computer-based decision-making replaces humans are also
rejected. The outsourcing of security tasks to private organi-
sations as well as the exchange of data between the public
sector and private companies are also strongly criticised.
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What to do?

The citizen summits produced about 300 policy recom-
mendations. The SurPRISE project team and external
experts summarised them to 16 requests, grouped in the
following four core strategic areas:

e Improvements in data protection in general: This area
concerns the adaptation and further development of data
protection legislation to manage challenges raised by
technical progress, and the provision of sufficient re-
sources for data protection authorities to enforce existing
regulations effectively. This protection should also in-
clude the transfer of data to non-EU countries.

o Development of protective mechanisms for the
deployment of surveillance technologies: Regulatory
mechanisms shall guarantee that restrictions to funda-
mental rights are legitimate; and that their deployment is
justifiable and compatible with democratic principles, and
necessary and in proportion to the solution of urgent se-
curity problems. The collection and processing of data
needs to be restricted and based upon concrete suspi-
cion and to serve explicit and well-defined purposes.
Mass surveillance is to be excluded.

o  Security should remain the responsibility of the
public sector: If the involvement of private organisations
cannot be avoided in surveillance practices, regulations
to protect the privacy of citizens should be strictly ad-
hered to. To increase transparency citizens should par-
ticipate in decision-making on the utilisation of surveil-
lance technologies and the implementation of surveil-
lance measures.

e Focus on root causes of security loss: Economic and
social policies should be implemented to address funda-
mental causes of criminality, radicalisation and terrorism.
In this context, a more just distribution of labour and in-
comes is regarded as an essential precondition for politi-
cal stability and social coherence in Europe.

Further reading

SurPRISE Policy Brief (February 2015):
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